





Censorship and Surveillance

We analyzed the content filter log files containing censored messages from August and September
2008. These log files, spread across eight servers, contained 1,045,800 messages. However, there is
some duplication across the eight servers and users often send the same message several times after
it is censored because it fails to be displayed.

The log files for the content filter contain the full content of censored messages along with the IP
address of the TOM-Skype user, the username that sent the message and the date and time the
message was sent. If a TOM-Skype user is sent a message by a “normal” Skype user that contains a
banned keyword, that message is also logged and the Skype user’s username is logged along with the
IP address of the intended recipient.

It is possible to map the social network of each user that appears in the log files. We cannot prove
that this data is actively being used for politically motivated surveillance but with simple social
networking tools it is possible to identify the relationships between users. With just one username it
is possible to identify all the users that have sent messages to or received messages from the original
user. More complex mapping could track the relationships between all those users as well.

The example below shows the social network map of user “1” (the green circle) and is based on
messages from the content filter logs. The red circles represent unique IP addresses that are associated
with user “1” and the blue circles represent other user names that are associated with these IP
addresses. All these “blue” users have had some form of connection with user “1” and all have had
their messages logged by TOM-Skype. The form of the connection between each user is unclear. In
some cases the “blue” users may represent user “1” employing a different username. In other cases it
may represent users that received messages from or sent messages to user “1” in either a one-to-one
conversation or in a public chat.



Messages were logged from IP addresses allocated to 59 different countries. However, 95% of all the
logged messages were from IP addresses allocated to China; the U.S. followed with 0.78%. The reason
that this percentage is so high is because when a user—a normal Skype user for example—sends a
message to a TOM-Skype user that contains a keyword, the message is logged with the username of
the sender but the IP address of the receiver. The non-Chinese IP addresses appear to represent
TOM-Skype users in other countries.

In total, these log files contain 166,766 unique messages from 71,237 unique IP addresses and 44,254
unique usernames. The messages were processed to remove messages containing English language
obscenities leaving 102,196 (61%) messages, mostly in Chinese. While some pornographic and
obscenity-laden messages remain, the majority appear to be a combination of innocuous messages
captured by overzealous filtering, and messages containing keywords relating to sensitive topics such
as Taiwan independence, the Falun Gong, and political opposition to the Communist Party of China.

0f the 96,499 messages that were successfully translated with machine translation, 15,156 messages
(15.71%) contain the word “communist”, 6,744 contained “Falun” (6.99%) and 2,363 (2.45%)
contained “Taiwan Independence.”’
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7 The keyword matching was done in English against machine-translated messages. These numbers serve as an indicator of the type of
content. They do not reflect the content of the conversation (for or against the topic). Processing the messages using Chinese
characters would provide a much more accurate data set.



However, when we pasted politically sensitive keywords from the log files into TOM-Skype text
messages, we were unable to trigger the filtering or the uploading of the data to TOM-Skype servers.
This is consistent with the findings of Human Rights Watch from 2006.% Despite Skype's claim that
keywords concerning Taiwan, the Dalai Lama and Falung Gong were censored, Human Rights Watch
was able to send and receive messages containing such keywords.

It is possible that the filtering of politically sensitive keywords is restricted in some way, perhaps
geographically. However, it may also indicate that TOM-Skype is performing surveillance: logging
messages containing keywords but continuing to display the messages to users. Based on an analysis
of the messages in the content filter logs it is clear that messages containing such keywords are
being delivered to users, as many of the messages appear to be questions and responses. A conversation
is taking place and it is being logged.

For example, questions appear, such as:

RERK=5R?
(Do you like the Communist Party? [machine translation])

And responses that appear to be answers:

HAREFREAERERR
(I do not hate the Communist Party do not like the KMT [machine translation])

Many of the politically sensitive messages logged by TOM-Skype make reference to the The Epoch
Times and Falun Gong linked campaign that encourages Chinese citizens to quit the Chinese Com-
munist Party (CCP). In 2005 the “Global Service Center for Quitting the CCP” was set up to encourage
Chinese citizens to quit the CCP.° This campaign uses “[t]elephone, mobile phone text messages, chat-
ting online” to contact Chinese citizens and provide them with information that is critical of the CCP
and highlights the persecution of the Falun Gong.® This campaign has made extensive use of Skype
including Skype “public chats” and SkypeCast.!

Skype has become a popular communication tool among democracy activists in mainland China in recent years.
Due to its excellent vocal clarity, fewer imposed restrictions, and an end-to-end encryption feature making it
difficult to monitor, many Chinese democracy activists have favored Skype over traditional telephones and other
similar communication tools.*

8 http://www.hrw.org/reports/2006/china0806/5.htm#_Toc142395828

9 http://en.epochtimes.com/news/8-1-4/63609.html

10 http://en.epochtimes.com/news/7-12-29/63377.html and http://en.epochtimes.com/news/8-7-3/72847.html
11 http://en.epochtimes.com/n2/china/skype-shutdown-chat-room-dissappointing-chinese-3788.html

12 http://en.epochtimes.com/news/7-9-29/60228.html, see also http://en.epochtimes.com/news/8-1-19/64311.html
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While the campaign uses Skype extensively, they also warn users of the filtering capabilities of the
Chinese version distributed by TOM-Skype.!* However, many users contacted by members of the cam-
paign are using TOM-Skype, resulting in numerous logged text chat messages on TOM-Skype servers
in China. In fact, they are quite open about exactly who they are and what they are doing. Thus it is
trivial to identify users associated with the campaign.

HREHERERSHOHNT

(I am a global service centre for volunteers to quit the party [machine translation])

Without further testing we are unable to conclusively determine that the objective is surveillance
rather than filtering. However, we do know that regardless of the process the full messages are being
logged and could be used for surveillance. Moreover, many of these messages contain words that are
too common for extensive logging, suggesting that there may be criteria, such as usernames or who
one has chatted with, or particular public chats, that determine how fine-grain the logging should
be. For example, messages were logged that consisted entirely of “123”, “#}i§t” (Thank You [machine
translation]), and just a text smiley face “:).” The fact that messages such as these are being logged
suggests that at least some of the logging is focused on criteria other than just general keywords.

13 http://tuidang.net/news/contents.php?alD=2270
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Conclusion

The questionable security practices of TOM-Online led to the disclosure of millions of records contain-
ing personal information regarding mobile phone accounts, SMS messages, and the usage of TOM-
Skype. However, this disclosure also confirms that TOM-Skype is censoring and logging text chat
messages that contain specific, sensitive keywords and may be engaged in more targeted surveillance.
These logged messages contain keywords relating to sensitive topics such as Taiwan independence,
the Falun Gong, and political opposition to the Communist Party of China. Many of these messages
contain words that are too common for extensive logging, suggesting that there may be targeted
surveillance taking place.

This case provides a unique perspective on the battle over information taking place between au-
thoritarian governments and political activists through the medium of new technologies. While new
technologies provide an innovative platform for political activists to communicate globally, they also
provide governments with the ability to monitor and track political opponents and human rights
advocates. The logging of these messages by TOM-Skype reveals the efforts to combat the use of
Skype by political activists through censoring and logging messages that contain politically sensitive
keywords. While the extent of targeted surveillance by TOM-Skype is not known for certain, many of
the logged messages are specific to the “Quit the CCP” campaign. These messages reveal many of

the methods used by the campaign including the promotion of circumvention technology and
pseudonymous email addresses.

These findings should serve as a warning for groups engaging in political activism or promoting the
use of censorship circumvention technology accessed through services provided by companies that
have compromised on human rights. Private and politically sensitive messages sent through new
communications technologies are only as secure as the robustness of the security of the technology
companies themselves. In this case we were able to access volumes of sensitive data without the
cooperation of the company involved due to lax security. There is no reason why an inquisitive
government could not do the same.

Trust in a well-known brand such as Skype is an insufficient guarantee when it comes to censorship
and surveillance. This case demonstrates the critical importance of the issues of transparency and
accountability by providers of communications technologies. It highlights the risks of storing person-
ally identifying and sensitive private information in jurisdictions where human rights and privacy are
under threat. It also illustrates the need to assess the security, privacy and human rights impact of
such a decision.

Consistent with most major companies that have acquiesced to China’s censorship and surveillance
policies, Skype is not transparent or forthcoming about the exact nature of their compliance with
Chinese authorities. To what extent is Skype actively complicit in the censorship and surveillance

of political discourse in China? What policies, if any, are in place to protect the privacy and human
rights of Chinese Skype users? What is clear is that TOM-Skype is engaging in extensive surveillance
with seemingly little regard for the security and privacy of Skype users. This is in direct contradiction
of Skype’s public statements regarding their policies in China.
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The fight for the future of freedom of expression is underway and new technologies are the battle-
ground upon which this information war will be waged. It is becoming increasingly clear that com-
panies must be direct and transparent regarding their policies of censorship and surveillance. Failure
in this regard leads to little if any internal oversight within the company and, possibly, to severe
breaches of privacy and security that affect the global reputation of the company itself.}* More
importantly, it puts real people at risk and exacerbates the potential for human rights abuses.

14 For a detailed analysis of trust and reputation and the case of Yahoo!, see http://rconversation.blogs.com/YahooShiTaoLessons.pdf
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Appendix

Tom-Skype v. 3.8.4.44
Download: http://download.skype.tom.com/Tom-SkypeSetup.exe

After downloading TOM-Skype, the Wireshark packet sniffer was used to monitor all the traffic gener-
ated by TOM-Skype during the installation and user registration process as well as while text chatting
with both Skype and TOM-Skype users. An analysis of the packet dumps revealed that every time

the keyword “fuck” was entered into the TOM-Skype Chat (or sent from a Skype user to a TOM-Skype
user) a connection was made to a URL with encrypted data being uploaded.

Visiting the directory structure of the URL directly revealed the contents of each of the parent directories.
We were able to find eight such servers. On each server, the log files were listed in the directories and
were viewable. Browsing through the directory structure revealed the encryption key used to encrypt
most of the log files, including the content filter logs. There were a variety of log files:

¢ contentfilter*.log - ip, username, message, date, time (+ unknown parameters)

e skypecallinfo*.log - ip, username, version, username/phone number, date, time (+ unknown
parameters)

e skypelogininfo*.log - ip, version, username, date, time
e skypenewuser*.log - ip, version, username, date, time
e skypenewusersendmoneytest*.log - unable to decrypt
¢ skypeonlineinfo*.log - ip, username, version date, time (+ unknown parameters)

¢ skypeversion.log - version, ip, date, time (not encrypted)

These log files contain information such as the IP addresses and usernames as well as the date and
time when the entry in the log was recorded. The most damaging information concerns the log files
that record call information and the content filter logs that contain full text messages. The call infor-
mation logs date from August 2007 and contain a record of the IP addresses and usernames of all
those that initiated voice calls as well as the username and/or phone number of the recipient of the
call. There are additional parameters that are logged whose function is unknown at this time.

The content filter logs dating from August 2008 contain similar identifying information as well as the
full content of the logged text messages. The messages in the content filter log files from all eight
servers were decrypted using the key available on the servers. The messages were then processed to
remove duplicates and all unique usernames and IP addresses were extracted. We also mapped all the
usernames associated with unique IP addresses as this indicates a network of users that have had
some form of contact with one another. We were then able to extract all the messages of the user
within this network.
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We further processed the file to remove messages containing the string “fuck”. The remaining
messages, mostly in Chinese, were machine-translated. Queries were run against this set of messages
to look for politically sensitive words such as “Communist Party” and “Taiwan Independence” as
well as security-sensitive words such as “password”, “bank”, and “credit card.” The logs were parsed
and messages containing particular keywords were counted and flagged for analysis. The qualitative
analysis of what is contained within these logs was conducted based on these queries:

communist
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Falun

Hu Jintao
Taiwan independence
Skype

Wen Jiabao

quit the party
Jiang Zemin
June 4

Olympic Games
Nine Commentaries
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Tiananmen
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* (a group of the following keywords: free door, filter, anti-blockade browser, Garden Network)
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Screen shots of Google search results showing that TOM-Skype servers had been previously used for

file sharing and torrent hosting.
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